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CTl integration TRX call recorders with OpenScape Voice (HiPath 8000)

1: Introduction

1.1 Scope

The document provides information about CTI integration TRX call recorders
with Unify OpenScape Voice (formerly Siemens HiPath 8000) used for active re-
cording calls within the system.

Our solution is compatible with the following IP phones:
OpenStage 15,
OpenStage 20,
OpenStage 20 E,
OpenStage 20 G,
OpenStage 40,
OpenStage 40 G,
OpenStage 60,
OpenStage 60 G,
OpenStage 80,
OpenStage 80 G,
optiPoint 410,
optiPoint 420

and provides two types of recording:
e automatic - every call from the monitored extension is being recorded
e on-demand - user can decide which call on monitored extension will be
recorded at the touch of a key

Presently TRX solution support only static channel allocation. Therefore, the
number of monitored extensions is equal to the number of recorder SIP endpoints
(i.e. recorder channels) dedicated to recording calls within OpenScape Voice sys-
tem.
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Chapter 2: Configuring TRX recorder

1.2

Active recording

TRX integration is based on recorder SIP endpoints (registered in OpenScape
Voice SIP registrar) and CTI link using CSTA (Computer-Supported Telecom-
munications Applications) protocol.

TRX recorder receives all necessary call events (call setup, call clearing) and call
details (call setup date and time, call duration, CPA and CPB directory numbers)
via CSTA protocol.

SIP phone

.a.‘?
~— ~

A N

SIP

<—> i :
4y .

A A

Unify OpenScape Voice TRX call recorder

The audio stream (RTP) call participants is mirrored by recorded extension
and sent to the recorder SIP endpoint (recorder channel). Hereby TRX recorder
can record the entire voice flow of two or more participants.
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CTl integration TRX call recorders with OpenScape Voice (HiPath 8000)

2: Configuring TRX recorder

To configure TRX recorder open TRX Konsola 2 application, select your re-
corder and click on Configuration button.

R Konsola 2 (Version: 2.7.108.1129) - [List of available recorders] - b

“ Console View Help HER

B [@ Logout | & Taskbar | €3 The recordings archive = List of available recorders T

e N . @ S
) = |(Q| A J € Q |®@ @ & &
Add Edit Copy Delete | Find | Monitoring Playback Archiving | Configuration | Upgrade Licenses Logs | Settings

/A Subnet: 192.168.1.0 (class C)

\./L_}Ava\\ab\e: 11
- 192.168.1.200
i< 1 200
> .4/ a
¥ 20.17. 4p
f

@ Global information

e User description: Login: admin Nur
T / Name: trx Model: KSRC 332 Loc
" IP address: 192.168.1.200 Software version: 2.0.17.31/31.10.2014PCI Upt

Main comm. port: 7776 Disk size: 33.3 GB Tim

S5L connection: enabled Free disk space: 1% The

>

<

Recorders number: 1

Press Fl to get help. xB6  Version: 27.108.1120  Account: Administrator progran

Next you should configure the following settings:
e CTI connection (link to CSTA server and recorder SIP endpoints),

e one or more virtual channels.

2.1 CTI connection

Click on CTI button, go to Siemens, Multikom, Alcatel bookmark and click

Manual configuration link [1].
Enter or copy XML configuration to main window on the right. When you finish,

click on Apply button [2].
Next send your configuration to the recorder. To do this, click on Send button [3]

on top bar.
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by

Konsola 2 (Version: 2.7.108.1129) - [Recorder configuration (192.168.1.200:7776)] - 0O R

“Q Console View Help _ & ]x

2] [@ Logout | & Taskbar | {4 The recordings archive < List of available recorders T

v 9 9 ad 3 gE" R 0O

Recorder Physical Virtual Users ACL Configuration VolP | CTl | Boards Encryption || Send | Cancel

S  CTI link configuration parameters

Manual corfiguration <!-- osv link ——> ~
<cstalink enabled="yes" id="1" host="192.168.200.63" port="1040" desc="openscape">

<station><dn>48228713300</dn></station>
<station><dn>48228713301</dn></station>
<station><dn>48228713302</dn></station>
<sip port="5061" transport="udp">
<reg number="362" ip="192.168.200.61" expire="360"/>
<reg number="363" ip="192.168.200.&1" expire="360"/>
</aip>

</cstalink>

<!-- tpsc link -->
<tpsclink enabled="yes" desc="">

<ipoint type="sip" mode="active">
<station><dn>48228713300</dn></station>
<port_no>2</port_no> <port_card_no>0</port_card_no> <card_channel_no>31</card_channe

</ipoint>

<ipoint type="sip" mode="active":»
<station><dn»48228713301</dn></station>
<port_nox»2</port_no» <port_card no>0</port_card no» <card channel no>30</card channe

</ipoint> v

>

Wiersz: 31 Kolumna: 30

:
IP address: 192.168.1.200 User: admin
x86  Version: 2.7.108.1129  Account: Administrator programu Konsola 2

XML configuration data consist of three main sections (nodes):

cstalink — mandatory node — contains:
e IP address and TCP port number for CSTA server running on Open-
Scape Voice;
e monitored (recorded) IP extensions directory numbers (DNSs);
e IP address, transport layer protocol name and port number for SIP
registrar.
The SIP registrar is needed to register recorder SIP endpoints - used
for active call recording on monitored extensions;
e Recorder SIP endpoints directory numbers (DNS).
The passwords for recorder SIP endpoints are the same as their DNs;
e SIP session expire timeout (in seconds),
After expiry of this time recorder SIP endpoint must renew registra-
tion;
tpsclink — mandatory node — contains data necessary to establish RTP links be-
tween OpenScape Voice and TRX recorder.
tpsclink node consists of one or more ipoint nodes which determine
recorder physical channels used to recording calls made/received from
specified directory number.
Recorder physical channel is determined by the three parameters:
port_no, port_card_no, port_channel_no.

debug — optional node — used for debug purpose - reserved for TRX authorized
services.
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XML configuration sample:

<?xml version="1.0" encoding="utf-8"?>

<trxconfig>
<cti>
<systems>
<l-- 08V -->
<osv>
<!-- csta link -->
<cstalink enabled="yes" id="1" host="192.168.200.63" port="1040" desc="openscape">
<station><dn>48228713300</dn></station>
<station><dn>48228713301</dn></station>
<station><dn>48228713302</dn></station>
<sip port="5060" transport="udp">
<reg number="361" ip="192.168.200.61" expire="360" />
</sip>
<sip port="5061" transport="tcp">
<reg number="362" ip="192.168.200.61" expire="460" />
<reg number="363" ip="192.168.200.61" expire="460" />
</sip>
</cstalink>
<!-- TPSC links-->

<tpsclink enabled="yes" desc="">

<ipoint type="sip" mode="active">
<station><dn>48228713300</dn></station>

<port no>3</port no> <port card no>0</port card no> <card channel no>31l</card channel no>

</ipoint>

<ipoint type="sip" mode="active">
<station><dn>48228713301</dn></station>

<port no>3</port no> <port card no>0</port card no> <card channel no>30</card channel no>

</ipoint>

<ipoint type="sip" mode="active">
<station><dn>48228713302</dn></station>

<port no>3</port no> <port card no>0</port card no> <card channel no>29</card channel no>

</ipoint>

</tpsclink>

© Copyright TRX
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<!-- debug -->
<debug>

<app enabled="yes" user="yes" sys="yes">
<solution />
<config />
<core />
<links />
</app>

<tpsclinks enabled="yes" user="yes" sys="yes">
<app />
<rec />
<tpsc />

</tpsclinks>

<cstalinks enabled="yes" user="yes" sys="yes">
<csta />
<cstaprv />

</cstalinks>

<sip enabled="yes" user="yes" sys=
<sep />
</sip>

yes">

<dispatcher enabled="yes" user="yes" sys="yes">
<all />
</dispatcher>

</debug>

</osv>
</systems>
</cti>
</trxconfig>

© Copyright TRX
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2.2

2.3

Physical channels

After completing CTI configuration go to the list of physical channels. To do
this click on the Physical button.
If all settings are correct you can see new physical channels created in previous
paragraph as recorder SIP endpoints.

b Konsola 2 (Version: 2.7.108.1129) - [Recorder configuration (192.168.1.200:7776)] - o
‘ﬁ Console  View Help =& %
B 6] Logout | % Task bar | % The recerdings archive % List of available recorders !E.'ix

Y | 9 9 aw &= ' (AN 7 I >

Recorder | Physical | Virtual Users ACL Configuration VolP CTl Boards Encryption

Narne Type N‘umher Level Subsystem (D, ... Address
@ kanal 1 VOX 1 0 PRI2 D-0-0
@ kanal 2 VOX 2 0 PR 0-0-1
@ kanal 3 Vox 3 0 PR2 0-0-2
@ kanal 4 VoK 4 0 PRI2 0-0-3
@ kanal 5 VOX 5 0 PRIZ D-0-4
@ kanal & VOX 3 0 PR2 0-0-5
@ kanal 7 VOx 7 0 PR2 0-0-6
@ kanal & VOX ) 0 PR2 0-0-7
@ kanal 126 Digital 126 0 VolP - Siemens 3-0-29
@ kanal 127 Digital 127 0 VolP - Siemens 3-0-30
@ kanal 128 Digital 128 0 VolP - Siemens 3-0-3
IP address: 192.168.1.200 User: admin
Press F1 to get help. x¥86 Version: 2.7.108.1129  Account: Administrator programu Konsola 2

The physical channels dedicated for call recording within OpenScape Voice

should have Address value as you pointed in XML configuration data

(port_no - port_card_no - port_channel_no).

The Type column should be Digital, and the Subsystem column - VolP — Siemens.
You can change predefined names of this channels to user friendly names (up

to 15 characters length).

Virtual channels

In the next step of configuration create one or more virtual channel. You can
set up one virtual channel for all VoIP - Siemens physical channels, one virtual
channel for every physical channel or any other combination.

To do this click on the Virtual button and run Virtual channel wizard from con-
text menu.

#  Virtual channel wizard

I{:J Add virtual channel

Export list of virtal channels

Import list of virtual channels

Show deleted

4 Find

In subsequent steps of the wizard enter virtual channel name and assign physical
channels to your virtual channel.
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Configure rule for adding a virtual channel

Defining a virtual channel
Enter name for a new virtual channel.

Virtual channel name:

OpenScapeVoice

Configure rule for adding a virtual channel

Configure a recording rule
Canfigure rule which controls a recarding from this virtual chamnel.

Who: Whom to:
Direction Al
Classification method Accept
Comment
< Back Mext >

Configure rule for adding a virtual channel

Select a type of the recording rule.
The recording rule specifies whether the redirection is constant or is
dependent an the parameters of the recording.

\ 9

®General e
Recordngs wil be created, f parameters

related to the recording meet the specified
criteria.

Appiies to channels with Digital type.

() Constant redirection SVPC

Allrecardings fram the selected physical
channels will be redirected to the virtual
channel.

Appiies to channels with Keying type.

Cancel < Back

Cancel

\)

Configure rule for adding a virtual channel

Add physical channels
Add physical channes, the calls wil be recorded fram.

Physical channels:

1% PR

2.[¥]%), VolP - Siemens

v ~[F€) 126 - kanal 126
[V 127 - kanal 127
hd []%¥, 128 - kanal 128

Cancel

Cancel

If parameters in Configure rule for adding a virtual channel window have the
default settings, all calls will be recorded.

Within the Who and Whom to fields, it is possible define calling and called party
numbers (or patterns) for calls, which are supposed to be recorded. The empty num-
ber field stands for any phone number. You can also allow for recording only

incomming or only outgoing calls.

For more details about virtual channel configuration see Konsola 2 — user’s man-
ual on http://www.trx.com.pl/en/dokumenty.

-3 Konsola 2 (Version: 2.7.108.1129) - [Recorder configuration (192.168.1.200:7776)]

% Console View Help

- oEN

- |[&] =

2] (@] Legout | . Task bar | % The recordings archive =% List of available recorders IIBx
q - — Oy r "
v 9 |9 ad F ovwuw A HO

Recorder Physical | Virtual

Users ACL Configuration VolP CTl Boards Encryption

Send | Cancel

ﬁ Wirtual channels
4 @J 235 - 'OpenScapeVoice’ (rules: 1)

| 4 Aocept 211

@ 126 - 'kanal 126'
@) 127 - 'kanal 127'
@ 128 - 'kanal 128'

IP address: 192.168.1.200 User: admin

*¥86  Versiom: 2.7.108.1129  Account Administrator programu Konsola 2

Next send your configuration to the recorder. To do this, click on Send button on

top bar.
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2.4

Channels monitoring

Recorder’s channels status and eavesdropping is available right after the

Monitoring module is launched. On the left side you can see all available chan-
nels (physical and virtual).
While a call is being recorded on the channel, the icon will change its appearance
from @ to @ (there will appear a red dot on the speaker symbol). You can also see
the current duration of monitored call and directory numbers of participants: Who
and Whom to (only if recorder was able to obtain these data).

% Konsola 2 (Version: 2.7.108.1129) - [Recorder channels monitoring (192.168.1.200:7776)] - o
Console View Help =S
& Logon [B) Logout | & Taskbar | &4 The recordings archive % List of available recorders 1=
No. Channel name Duration Direction Who Whom to Info > ‘4, OpenScapeVoice G.711 Alaw
91 kanal 1

92 kanal 2

23 kanal 3

D4 kanal 4

D5 kanal 3

Ds kanal 6

@7 kanal 7

D3 kanal &

@126 kenal 126 ECO| 210 48228713300

D127 kenal127
@ 128 kenali12e
[§1255  OpenscapeVoice Calls being recorded: 1]

Display for the recording (if available)

D Enable Q

L4 Disable

Inorder to start the monitoring of the
particular channel, select the channel and
either diick the ‘Enable’ button or double-dick
upon the channel name.

The change of the channel to be monitored
shall be dane in the same manner.

Automatic gain control
(®) All recorder's channels
(") only physical channels
() Only virtual channels
(_) Only recording channels

%86  Version: 2.7.108.112%  Account: Administrator programu Kensola 2

To enable monitoring a call on selected recorder’s channel double click on
the channel name or press the Enable button on the right side of the Monitoring
module window. After a short time required for audio buffers to fulfill, the current
conversation from the selected channel will be heard in the PC workstation sound
system. The user can change the channel which he listens to at any time, in the
ways described above.

The slider placed on the right side of the module window present the volume
level of the conversation that is being recorded on the recorder. This level cannot
be altered; however, it is possible to adjust the level of eavesdropped audio signal
which is reproduced by the local computer’s sound system.

Automatic gain control checkbox allows you to automatically control audio level
of eavesdropped calls.

Automatic gain control function does not change the parameters of the origi-
nal recording that is saved on recorder hard disk.
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2.5

2.6

Playlist

In order to gather a list of recordings from the recorder, it is necessary to
specify the following parameters:
e source of the recordings, i.e. logical and / or physical channels,
e time range for searched calls.

The Playback window provide also browsing and filtering list of calls. There is a
possibility to add text notes or attachments (files of up to 2 MB) to the selected
recording. Column of the table can be can be shown and hidden and placed in any
order

Any calls from the list can be saved to audio files (wav or mp3) or TRX proprie-
tary archive (tra3). Selected records can be saved to text files in csv or html for-
mat.

Every user (created on TRX recorder) can see only calls recorded on channels,
which he has granted access to.

% Konsola 2 (Version: 2.7.108.1129) - [Playback of recordings (192.168.1.200:7776)] - O =
4] Console View Help _|[&][x
B [ Logout | (" Taskbar | €3 The recordings archive < List of available recorders =
8 = & H .9 . & .
Channels Last7days  Refresh Filtering Statistics Settings
Index  Channelname  Date & time from Time to Length Direction Calling Called| Calling name Answering device number  Answering device name |+

3} 775436  OpenScapeVoice  2018-03-2015:05:20  15:06:37 117 4@ 1 48228713300 48228713301 | OpenStage300 48228713301

3 77587 kanal7 2018-03-2915:06:17  15:06:23 6@l 100 200

3} 775438 kanal7 15:06:56 PR 569 321

4} 775439 OpenScapeVoice 15:06:43 78 0 48228713301 48584562046

3} 775440  OpenScapeVoice  2018-03-2 15:07:29 7 4@ 207 48228713300 48228713300 test

3} 775441  OpenScapeVoice  2018-03-2015:07:33  15:07:40 78 0 48228713300 48543762345 | OpenStage 300
(9J 775M0 OpenScapeVoice  2012-03-2015:12:30 151318 9 & 0 48338713302 505 i
3 775443 kanal7 2018-03-2915:1314  15:15:16 202 4@ 1 322 203

3} 775444  OpenScapeVoice  2018-03-2015:13:21 1514113 52 41 555 48228713301 48226713301

3} 775445  OpenScapeVoice  2018-03-2015:1423  15:30:07 15:44 B 0 43228713300 48521342213 | OpenStage 300

3} 775446 kanal7 2018-03-2015:1732 15:12:00 37 234 235

3 77547 kanal7 2018-03-2915:24:52  15:25:57 105 4@ 1 364 204

3} 7548 kanal7 2018-03-291526:22  15:27:24 102 4@ 1 100 202

3} 7549 kanal7 2018-03-20152726  15:22:04 EN=SG] 452 321

3} 775450 OpenScapeVoice  2018-03-2915:37:20  15:38:58 138 B O 48228713303 48294562398

33 775451 kanal7 2018-03-2915:38:09  15:42:58 449 4@ 1 402 433

3§ 775452  OpenScapeVoice  2012-03-2015:4404  15:44:06 24 43894357234 43228713300 | Headquoter 48228713300 test 300 .

Number of recordings: 1822 Average recordings length: 1:00
Press 1 to get help.

Total length of recordings: 30h 30m 08s
%86 Version: 2.7.108.1129  Account Administrator programu Konsola 2

TRX solution can enhance CDR by three additional parameters:

Calling name - calling party name,

Answering device number - number of the extension that has pickup the call
(if the call was forwarded or transferred - this
number may be different than number placed in
Called column),

Answering device name - name of the extension that has pickup the call

Player

The Player window allows to playback the selected recording and provides
additional information relating to the recording. It is divided into a few sections,
presenting different information related to the recording.

© Copyright TRX
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Player - 15:23:37.8 { « |
() (1) (M) = B = - IB)C
@@ =4 XY PO H @@ @@ m 0] e
Begin: 00:00.000 End: 15:44.000 Size: 15:44.000
.l Size: 0x 0

@ No display data in the recording

'.0' Index: 775445 Date: 2018-03-29 15:14:23 Who: 48228713300 (SN Warszawa)
Channel: OpenScapeVoice Time: 9:14.8 15:23:37.8 Whom to: 48521342213 Show enlist
Codec: G.711 Alaw 6%b/s

ﬁ Index  Protocsl  Decoded phone number Date and tme of ther... Timein therecord...  Recoding| ANAYSer mede of wark - Sensitivity

DTME v Figh

< > Low

The top slider indicates the part-listening position relating to the entire call dura-
tion, slider also enables playback the call from the marked point of time.

The left bottom slider allows adjusting the speed of playback process (in the
range -50% ... +50%). Position of this slider is remembered for all played record-
ings.

The @ button (next to the ,,floppy”) restores natural playback speed.

The right bottom slider allows rice or lover the volume for played calls. The
slider setting is stored for all recordings recorded on the same channel (even after
restart the Konsola 2 application).

The ®) button means inactive, and the ®¥ button - enabled MUTE function (while
the playback continues).

The & button in green color means that the Automatic gain control (AGC) func-
tion is active. This feature allows switching the mechanism causes all played calls
have equal, like each other volume level.

Automatic gain control does not change the volume of the original recordings
stored on the recorder.

The = button allows saving whole or selected part of current recording to audio
file (wav or mp3).

Group of buttons™ (&) M) o O (L ) o1 (depending on whether the current re-
cording is played, or not) enables appropriately:

- jump the playback to the previous call on the list,

- pause or play/resume current sample,

- jump the playback to the next record in the list.

@ [Continuous playback] button allows to switch on or switch off jumping to the
next record.

®) [Play beginnings (sec.)] button allows to switch on or switch off playback only
the be-ginning of recordings. Duration of the played parts of the calls can be de-
termined in the range of 1 to 300 second.
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3: Configuring SIP extension

Every extension should be adding manually to the list of monitored and rec-
orded stations (using appropriate key sequence in local menu).

3.1 Call recording enabling

Enter to the menu and set up the following parameters:
e recording SIP endpoint directory number (recorder number)
e recording mode

To do this for most OpenStage series terminals go to the:
Settings > Admin > System > Features > Configuration > Call
Recording menu path.

F+Applications
HNetwork

G
E
I B-System
G
c

-File transfer

L ocal functions

[ &-Date and time
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To configure automatic recording set parameter Recording mode t0 Auto-
start.

Save settings and exit menu.

CAUTION:

Pressing the HOLD key turns of call recording.
Pressing the RETRIEVE key turns on call recording.
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4: Configuring OpenScape Voice

4.1 SIP endpoints

Open OpenScape Voice control panel and for every required recorder SIP
endpoint follow these steps:

e create SIP account

| [clustertrx1] - [TRX] - [Main Office] - Edit Subscriber : 48228713351

@ Subscriber Description

Connection Settings

Connection Infarmation:

Type:

Transport Prokacol:

IP Address:

Associated Endpoint:

AMAT Support:

General Displays

Routing Connection Security

Drynamic w
UDP v

Port:

C] Clear |

e set Password value the same as User Name

|E [clustertrx1] - [TRX] - [Main Office] - Edit Subscriber : 48228713351

@ Subscriber Description

General Displays

[SIP Authentication

Routing Connection Security

@) Please note: if they are set, deletion of any of the Realm [ User Hame [ Password walues will result in deletior

Realm:

User Mame:

Passwaord:

Confirm Password:

Secure RTF

Best Effort SRTP support:

tri

48228713351

Aubomatic hd

© Copyright TRX
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I [clustertrx1] - [TRX] - [Main Office] - Edit Subscriber : 48228713351
@) subscriber Description
General Displays Routing Connection Security Keyset Groups Features

Call Pickup Group Membership

Call Pickup Group 1D: E]

Hunt Group Membership

@) This subscriber can be added ko hunt groups,

Select to add @ | Hunk Group Mame v H H [ Add ]
Selo| Al
1] Pilot Directory Number Hunt Group Name Primary Pilot
O @ 4ezza713350 REC_HG Yes

I [clustertrx1] - [TRX] - [Main Dffice] - Edit Subscriber : 48228713351
) subscriber Description

General Displays Routing Connection Security Keyset Groups Features
Feature Profile

@ Select & suitabls Feature profile for this subscriber.

Feature Profile: FP_TRX_CSTA_Recordil [I]

Preserve Subscriber r
Settings:

Subscriber Features

Feature Hame Please select a Feature... v | ]

(Cear

Sel:0] Ikems/Page | all:g

[0 mame Active Assignment
[0 call Pickup Directed [ Inherited
[0 Cal TransFer [] Inherited
[ CSTA Access [ Inherited
[]  Enhanced Forwarded-Call Info [] Inherited
[ Large Conference [ Tnherited
Malicious Call Trace [] Switch-wide
[J mame Permanent Presentation Status [] Inherited
[0  Wumber Permanent Presentation Status [ Inherited
[0 One Number Service [ Inherited

4.2 Hunt Groups

Create Hunt Group and add to the group all recorder SIP endpoints.

SIEMENS Common Management Portal

Maintenance | | User Management
|_DpenScape voice | DpenScape Branch RGB700 Unified Communications cMP
n &9 [clustertrx1] - [TRX] - Hunt Groups
EiE3 & A ©) List of hurt groups configured for the selected BG

Bu 'ss Group
»  Quick Tasks

= Business Group List (Cade o (oo

Searchfor | | i Mo criteria w| [ search | [ showan | [ advanced..

L TRX v
SR Sel:0 | Items/Page: | al2
» Profiles O Name & Pilot Directory Number Hunt Type Status Stopped
¥ Teams O ;; HGL 48228713360 Circular With Hunt Mot Busy False
&) HuntGroups ———> | [0 & RecHe 48226713350 Linear Unconditional False

&3 call Pickup Groups
£ Executive Assistant Groups

& community Groups
> Statistics
> Dpisplay Number Modification
Branch Office List
W
¥ Members
IE subscribers
#4 Endpoints
J3 Media Servers
% Private Numbering Plan List
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TRX

ul. Miedzyborska 48
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